
 Pakistan 

    In 2010, Pakistan made global head-
lines for blocking Facebook and other 
Web sites in response to a contest pop-
ularized on the social networking site 
to draw images of the Prophet Moham-
mad. In general, Internet fi ltering in 
Pakistan remains both inconsistent 
and intermittent, with fi ltering pri-
marily targeted at content deemed 
to be a threat to national security 
and at religious content considered 
blasphemous. 
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 Background 

 Under General Pervez Musharraf ’ s leadership (1999 – 2008), print and electronic media 
were often censored in cases where content was deemed to be antigovernment or 
anti-Islam. Government repression of media was particularly acute with regard to 
Baluchi and Sindhi political autonomy, as well as with content considered blasphe-
mous or subversive. 

 In October 2007, Musharraf won an indirect, widely boycotted presidential election 
held while his two major political opponents were in exile.  1   Musharraf ’ s eligibility to 
serve as president while still serving as army chief was challenged in court, to which 
Musharraf responded by suspending the constitution and placing the country under 
a state of emergency on November 3, 2007 — shutting down all privately owned televi-
sion and media outlets, arresting lawyers and judges, and jamming cell phone and 
Internet connections.  2   On August 18, 2008, Musharraf resigned from the presidency 
in order to avoid impeachment.  3   Elections were held on September 6, 2008, and Asif 
Ali Zardari, the husband of assassinated Pakistan People ’ s Party (PPP) chair Benazir 
Bhutto, was elected Pakistan ’ s new president.  4   

 Pakistan is home to a vibrant civil society, including a large movement opposing 
and monitoring Internet and other censorship.  5   International human rights groups 
frequently report on persecution of journalists at the hands of Pakistani military and 
extremist groups. According to the Committee to Protect Journalists, at least fi ve 

  KEY INDICATORS 

 GDP per capita, PPP (constant 2005 international dollars)  2,381 

 Life expectancy at birth, total (years)  67 

 Literacy rate, adult total (percent of people age 15+)  53.7 

 Human Development Index (of 169)  125 

 Rule of Law (of 5)  1.6 

 Voice and Accountability (of 5)  1.5 

 Democracy Index (of 167)  104 (Hybrid regime) 

 Digital Opportunity Index (of 181)  127 

 Internet penetration rate  11.3 

      Source by indicator : World Bank 2009, World Bank 2008a, World Bank 2008b, UNDP 2010, World Bank 

Worldwide Governance Indicators 2009, Economist Intelligence Unit 2010, ITU 2007, ITU 2009. See 

Introduction to the Country Profi les, pp. 222 – 223.    



ONI Country Profi le 341

journalists and media workers were killed in 2009, and at least seven in 2010, repre-
senting an increase from previous years.  6   

 Internet in Pakistan 

 Internet usage in 2009 was estimated to be at 20.4 million users, with an 11.3 percent 
penetration rate.  7   Since implementing a deregulation and market liberalization policy 
in 2003, Pakistan has seen considerable growth in its information and communication 
technology (ICT) sector. The aggressive pursuit of deregulation and market liberaliza-
tion has been aimed at boosting Pakistan ’ s economic modernization and creating an 
industry for software exports. Fierce competition and demand for service have seen 
Internet subscription charges drop. For example, DSL, which holds 64 percent of the 
market for Internet service, saw subscription charges drop from USD 55 to USD 15 per 
month by the end of 2008.  8   However, despite an increase in the implementation of 
fi ber optic cables and wireless technologies, most of Pakistan relies on dial-up Internet 
connections. 

 There are approximately 130 Internet service providers (ISPs) in Pakistan. Some of 
the leading ISPs include Wateen, Paknet, Linkdotnet, Comsats, and Cybernet. In 2007, 
Wateen Telecom, a subsidiary of Warid Telecom, introduced Worldwide Interoperability 
for Microwave Access (WiMAX), a telecommunications technology that provides a 
third-generation (3G) wireless alternative to cable and DSL. Pakistan is the fi rst country 
in the world to implement such technology, which is designed to provide high-per-
formance, high-speed Internet access over a larger area than other wireless technologies 
that offer either greater coverage or greater bandwidth can provide.  9   Wateen was fol-
lowed by Wi-Tribe, Mobilink Infi nity, and Qubee in providing WiMAX to customers. 
Despite this state-of-the-art technology, WiMAX has about half as many subscribers 
as DSL, and about twice as much as EVDO. Internet subscriptions continue to remain 
low, with 3.7 million Internet subscriptions in 2009 at a 2 percent penetration rate.  10   
Since 2006, DSL has remained the preferred form of broadband technology. 

 As of 2009, the largest Internet exchange point (IXP) in the country was the Paki-
stan Internet Exchange (PIE), a subsidiary of the Pakistan Telecommunication 
Company, Ltd. (PTCL), largely owned by the Pakistani government. It was created by 
the government in 2000 to provide a single core backbone for Pakistan by providing 
peering points for ISPs. The Pakistan Internet Exchange has three main nodes — in 
Karachi, Lahore, and Islamabad — as well as 42 smaller nodes, and it operates two 
submarine cables, the South East Asia – Middle East – Western Europe 3 (SEA-ME-WE 3) 
and the South East Asia – Middle East – Western Europe 4 (SEA-ME-WE 4). 

 The PTCL was the sole provider of bandwidth to the country until 2009, when an 
agreement between the Internet Service Providers Association of Pakistan and the 
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PTCL decided that ISPs would not be forced to buy bandwidth from the PTCL and 
were free to choose from third-party providers.  11   A second major company in Paki-
stan ’ s Internet infrastructure is TransWorld, which owns and operates Pakistan ’ s fi rst 
and only privately owned submarine fi ber optic cable system, the TW1, which has a 
capacity of 1.28 terabytes, more than is currently necessary for the nation.  12   

 Internet fi ltering in Pakistan is regulated by the Pakistan Telecommunications 
Authority (PTA) and the Federal Investigation Agency (FIA) under the direction of the 
government, the Supreme Court of Pakistan, and the Ministry of Information Technol-
ogy (MoIT). 

 On September 2, 2006, the MoIT announced the creation of the Inter-Ministerial 
Committee for the Evaluation of Web sites (IMCEW), responsible for monitoring and 
blocking Web sites containing blasphemous, pornographic, or antistate material.  13   The 
IMCEW is administered by the secretary of the MoIT and is composed of representa-
tives from the MoIT, the PTA, the Ministry of the Interior, the cabinet, and other 
security agencies. Directives to block content are typically handed by the government 
or the Supreme Court through the IMCEW to the MoIT and PTA, who then pass the 
orders to individual ISPs. However, because there is no specifi c legal framework, direc-
tives can be given directly to the PTA and ISPs to block material without going through 
the IMCEW. The Deregulation Facilitation Unit is responsible for addressing the griev-
ances that Internet users may have with this censorship body.  14   

 Internet censorship in Pakistan has received worldwide attention because of the 
pervasive infl uence of religious groups. The government ’ s often quick moves to fi lter 
certain material can be considered rash. 

 In 2006, the Supreme Court issued a directive that ordered the PTA to block access 
to 12 Web sites that included  “ blasphemous ”  cartoons depicting the Prophet Moham-
mad. Among this banned content was a Web site that was hosted on a Blogspot 
domain. Rather than blocking the offending Blogspot Web site, the PTA blocked access 
to the entire domain for approximately two months.  15   At the same time, the Supreme 
Court ordered police to register cases of publishing or posting of blasphemous images 
under article 295-C of the Pakistan Penal Code, under which blasphemy or defamation 
of the Prophet Mohammad is punishable by death.  16   

 In 2008, the government issued an order to ISPs to block a URL and three IP 
addresses associated with a YouTube video clip of Geert Wilders, the Dutch lawmaker, 
considered  “ blasphemous ”  by the Pakistani government.  17   Because the PIE was unable 
to conduct a URL-specifi c block, it performed an IP-wide block, which had the unan-
ticipated consequence of rendering the entire YouTube domain inaccessible to much 
of the world for approximately two hours.  18   

 In May 2010, the PTA ordered ISPs to block Facebook, YouTube, and certain Flickr 
and Wikipedia pages when an Internet user created a Facebook page entitled  “ Post 
Drawings of the Prophet Mohammad Day. ”   19   The ban was ordered as a result of the 
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Islamic Lawyers Association ’ s request for a court injunction to ban Facebook, while 
the other Web sites were later banned because of  “ objectionable material. ”   20   The 
blanket Facebook ban was lifted after the page in question was removed; however, the 
government stated that it would continue to block other Web sites that contained 
 “ blasphemous content. ”   21   In the following month, the government also ordered the 
PTA to monitor  “ offensive content ”  on Amazon, Bing, Google, Hotmail, MSN, Yahoo, 
and YouTube.  22   

 Internet content that is critical of or draws negative attention toward the Pakistani 
government and armed forces is also a target of fi ltering. In 2009, President Zardari 
received widespread criticism after he passed a law prohibiting the spread of  “ ill moti-
vated and concocted stories through emails and text messages against the civilian 
leadership ”  after a fl ood of jokes about his government were sent to the president ’ s 
offi cial e-mail.  23   In February 2010, YouTube was blocked by the PTA after videos of 
Zardari yelling at a public gathering were posted on the site.  24   In October 2010, the 
Pakistani army ordered videos of a Pakistani army offi cer beating a civilian in the Swat 
Valley to be removed from popular video-sharing Web sites.  25   

 In addition to blasphemous material, Pakistan has blocked  “ antistate ”  content, Web 
sites promoting Baluchi and Sindhi human rights and political movements, and 
content regarding political autonomy and minorities. It has also blocked several Web 
sites regarding Pashtun secessionism. 

 Legal and Regulatory Frameworks 

 Former President Musharraf ’ s crackdowns on the media included content prohibitions 
and enhanced government discretion toward licensing requirements in order to cul-
tivate self-censorship. In 2002, Musharraf established the Pakistan Electronic Media 
Regulatory Authority (PEMRA) to facilitate and regulate private electronic media.  26   
One of the PEMRA ’ s fi rst acts was to lay out the regulatory framework that ultimately 
served to support Musharraf ’ s drive to control and restrict independent journalism. 

 In recent years, violence toward minorities, journalists, and bloggers has increased 
dramatically. In 2010, the Committee to Protect Journalists named Pakistan the deadli-
est country for journalists, with the deaths of six journalists and one media worker in 
the span of six months.  27   In 2009, seven journalists and one media worker were killed, 
and in 2008, six journalists were killed.  28   

 Pakistan is considered to have some of the world ’ s strictest laws regarding blasphe-
mous material. In 1986 the penal code of 1860 was amended by the military regime 
of General Zia-ul-Haq. The amended laws prescribed life imprisonment or death for 
certain violations, and they have historically targeted Baluchi, Sindhi, Ahmadi, and 
Christian groups.  29   Minorities and those voicing divergent viewpoints continue to be 
targeted by extremist groups that use Pakistan ’ s blasphemy laws to justify their brutal 
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attacks. One of the most persecuted groups in Pakistan is the Ahmadiyya community. 
Ahmadis, who are declared non-Muslim by Pakistani law, suffer persecution and wide-
spread censorship under Pakistan ’ s blasphemy laws for their beliefs.  30   Most recently, 
on May 28, 2010, terrorists carried out two attacks on Ahmadi places of worship, 
killing more than 90 people.  31   In 2009 at least 50 members of the Ahmadiyya com-
munity were charged under the blasphemy law.  32   Since the amendment of the penal 
code, there have been approximately 700 blasphemy cases. In January 2011, Salman 
Taseer, the governor of Punjab province, was assassinated by one of his own guards, 
who condemned the politician ’ s public opposition to the country ’ s blasphemy laws.  33   

 Actions taken by the government, especially in 2010, indicate a move toward a 
centralized monitoring and fi ltering system that is easy to manipulate through vague 
and easily amendable laws. The Prevention of Electronic Crimes Ordinance (PECO) 
came into effect on September 29, 2008.  34   The ordinance lays out offenses for elec-
tronic forgery, fraud, criminal data access, use of malicious code, cyber stalking, and 
cyber terrorism. It grants the government the ability to amend and add rules to the 
ordinance as it sees fi t, as long as the changes are published in the government news-
paper, the  Gazette of Pakistan .  35   

 In March 2010, the Pakistani government issued a directive allowing it to order 
the PTA,  “ in case of any national security situation, to order temporary or permanent 
termination of telecom services of any service provider, in any part or whole of Paki-
stan. ”   36   On June 3, 2010, the Lahore High Court ordered the PTA and the MoIT to 
devise methods to create a permanent system that would monitor and fi lter  “ blasphe-
mous and objectionable content ”  on the Internet. By June 23, 2010, reports emerged 
that the PTA was in the process of developing regulations to defi ne the fi ltering 
process, and that suggestions were made to create a centralized fi lter to block objec-
tionable material.  37   These were immediately followed by orders from the Lahore High 
Court to the MoIC to ban 17 Web sites and to monitor Amazon, Bing, Google, 
Hotmail, MSN, Yahoo, and YouTube.  38   After the directive, evidence emerged that the 
PTCL was experimenting with transparent proxy servers in order to develop a more 
sophisticated censorship system. The evidence indicated that the PTCL was testing an 
advanced form of blocking known as CleanFeed, which would allow Pakistani author-
ities to block individual Web pages online as opposed to entire domains or Web 
sites.  39   

 In November 2010, the Pakistani government released a draft policy that laid down 
the framework for a national plan to transform Pakistan ’ s IT industry.  40   The draft 
policy uses vague language open to interpretation and misuse. It gives indirect control 
of the Country Code Top Level Domain for Pakistan, .pk, to the government. The 
draft policy also gives the government a free hand in enacting and amending legisla-
tion to support its goals, mentioning its ability to  “ take corrective actions as neces-
sary. ”   41   According to the draft, free access to information and the sharing of divergent 
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views and dialogue are promoted, except  “ in situations where the content poses a 
security risk or violated religious, social or cultural values, ”  or disseminates blasphe-
mous material, in which case the government has the ability to  “ take steps to block 
such traffi c, ”  and  “ necessary legislation would be enacted, as necessary, to support the 
aforementioned goals. ”   42   The fi nal version of the policy was slated for release in 
December 2010; at the time of this writing it had not yet been released. 

 Surveillance 

 Internet surveillance in Pakistan is primarily conducted by the PIE under the auspices 
of the PTA. The PIE monitors all incoming and outgoing Internet traffi c from Pakistan, 
as well as e-mail and keywords, and stores data for a specifi ed amount of time.  43   Law 
enforcement agencies such as the FIA can be asked by the government to conduct 
surveillance and monitor content. Under PECO, ISPs are required to retain traffi c data 
for a minimum of 90 days and may also be required to collect real-time data and 
record information while keeping their involvement with the government confi den-
tial.  44   The ordinance does not specify what kinds of actions constitute grounds for 
data collection and surveillance. 

 ONI Testing Results 

 OpenNet Initiative testing was conducted on two major ISPs: PTCL and CyberNet 
Internet Services. Consistent with 2007 – 2008 testing results, ONI testing found no 
uniform method of blocking between the two ISPs. Pakistan continues to fi lter content 
that is considered to threaten the country ’ s internal security. This includes content 
relating to the Baluchi confl ict and independence movement as well as religious 
content deemed blasphemous. Filtering in Pakistan is inconsistent between ISPs and 
is often intermittent.  

 Internet users on  PTCL who attempt to access blocked content receive a block page 
informing them that the site in question is restricted, while CyberNet users attempting 
to access blocked content receive a network error page indicating that there are  “ no 
DNS records ”  for the site. This error page gives users the impression that the Web sites 
are inaccessible as a result of network errors or that they simply no longer exist. Tech-
nical analysis revealed that these errors were the result of a DNS look-up failure, which 
is consistent with 2007 and 2008 testing fi ndings. 

 A form of collateral fi ltering, the blocking of additional content that is unintended 
and caused by imprecise fi ltering methods,  45   has long been a feature of Internet cen-
sorship in Pakistan. For example, in March 2007, in an attempt to comply with a 
Supreme Court order to fi lter blasphemous content  “ at all costs, ”  the PTCL imple-
mented a blanket IP address block at their Karachi PIE exchange that lasted for four 
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days and affected the Akamai servers, leading to disruptions of Google, Yahoo, BBC, 
CNN, ESPN, and several other major Web sites.  46   

 One of the most extreme examples of collateral fi ltering occurred in February 2008, 
when the Pakistani government attempted to block YouTube for hosting the Geert 
Wilders video clip.  47   The PTA issued an order to block access to a single video; in 
response, the PTCL redirected requests for YouTube videos to its own network. This 
rerouting was advertised to ISPs worldwide and was picked up by Hong Kong – based 
ISP PCCW, which then broadcast the redirect to other ISPs.  48   YouTube staffers worked 
with PCCW to restore access within two hours.  49   Access to YouTube in Pakistan was 
restored following YouTube ’ s removal of the offending video. 

 The Web sites blocked by the two tested ISPs provide a representative snapshot of 
fi ltering practices in 2010, consisting mainly of Baluchi-related news, culture, and 
independence sites. Although ONI testing did not capture the intermittent blocks on 
Facebook and other sites in the wake of  “ Draw Mohammed Day, ”  a related site,  http://
drawmohammed.com , was found blocked by CyberNet. Two other sites containing 
images of the Prophet were also found blocked by CyberNet:  http://zombietime.com  
and  http://prophet.rydasrecords.com . Among the handful of other sites blocked by 
CyberNet were  http://themoviefi tna.com  (the Web site for Geert Wilders ’ s anti-Islam 
fi lm  Fitna );  http://michellemalkin.com  (the site of right-wing American talk-show host 
Michelle Malkin); and  http://www.faithfreedom.org  (a site that calls itself a  “ grassroots 
movement of ex-Muslims ” ). PTCL was found to be blocking only three sites:  http://
hinduunity.com ,  http://hizb-ut-tahrir.org , and  http://islamreview.com . 

 In 2008, the ONI observed that responsibility for implementing fi ltering in Pakistan 
had been shifted to the ISP level. Just as the ONI found a decrease in consistency 
between tests conducted in 2006 – 2007 and 2008, the most recent round of testing 
showed a further decrease in consistency between PTCL and CyberNet. Consistent 
with previous tests, 2010 ONI testing showed that the vast majority of Web sites with 
content related to independent media, social media, circumvention and anonymity 
tools, international human rights groups, Voice over Internet Protocol (VoIP) services, 
civil society groups, minority religions, Indian and Hindu human rights groups, Paki-
stani political parties, and sexual content (including pornography and LGBT content) 
were accessible across the ISPs tested. 

 Conclusion 

 Pakistanis currently have free access to a wide range of content, including most sexual, 
political, social, and religious sites on the Internet. Although the majority of fi ltering 
in Pakistan is intermittent — such as the occasional block on a major Web site like 
Blogspot or YouTube — the PTA continues to block sites containing content it considers 
to be blasphemous, anti-Islamic, or threatening to internal security. Online civil 
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society activism that began in order to protect free expression in the country continues 
to expand as citizens utilize new media to disseminate information and organize. 
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